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1
Decision/action requested

It is requested to approve the update in KI2.
2
References

[1]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
3
Rationale

KI#2 is not completely defined in the TR 33.887[1], therefore, it is proposed to update the KI#2 with the following details 
4
Detailed proposal

**** START OF CHANGE ****
5.2
Key issue #2: Security aspect of slice information exposure of N3IWF/TNGF to UE
5.2.1
Key issue details 

The solutions to KI #2 enable the selection of TNGF/N3IWF that support the S-NSSAI(s) required by the UE, as defined in 3GPP TR 23700-17[2]. Many solutions are presented, and one of the categories is:
· UE is able to discover the slice of TNGF/N3IWF and select TNGF/N3IWF accordingly.

Exposing the S-NSSAI information from the network nodes (TNGF/N3IWF) to any UE will cause privacy issues and should be studied.

5.2.2
Threats

If UE and network node exchanges interested slice information without any protection, then the MitM will be able to intercept what slices/services UE is interested in. Therefore, it will leak the privacy information of the UE.
.
5.2.3
Potential security requirements 
The 5G system shall provide means to protect the slice information associated with the initial UE communication with the N3IWF/TNGF node. .
**** END OF CHANGE ****
